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traditional  PC 
management 

Characteristics of  

modern device 

management 

Cloud servicesOn-premises Infrastructure

Simpler IT processHigh control

Business-owned + BYOD

Modern 
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Business-owned devices

Classic 

Workplace



Modern Deployment



IT initiatives enabled by modern management

Modern

management

The Enterprise IT

infrastructure is cloud-based for 

identity and device management 

services.

Remote users: Enable remote users

Wireless-first: Disable wired ports

Internet-first: Remove corporate networks

Server retirements: Move services to the cloud

Co-Manage: Transition from classic to modern with Intune and ConfigMgr



Evolution to modern management
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Windows Autopilot



Traditional Windows deployment // The old way

Build a custom image, 

gathering everything else 

that’s necessary to deploy

Time means money, making 

this an expensive proposition
Deploy image to a new 

computer, overwriting what 

was originally on it

DRIVERS POLICIES

OFF ICE  & APPS

SETTINGS



Modern Windows deployment // The new way

Un-box and turn on 

off-the-shelf Windows PC

Device is ready 

for productive use
Transform with minimal 

user interaction



Modern Windows deployment // The new way

Un-box and turn on 

off-the-shelf Windows PC

Device is ready 

for productive use
Transform with minimal 

user interaction

Deploying a Windows device should be as simple as getting a new phone.



Azure Active Directory

✓ Configure automatic MDM enrollment.

✓ Configure company branding.

✓ Enable Windows Subscription Activation if desired.

✓ Ensure users can join devices to Azure AD (for user-driven mode)

Intune:

✓ Enable the enrollment status page

✓ Ensure users can enroll devices in Intune

✓ Assign licenses to users

✓ (Optional) Set up enrollment restrictions so only Autopilot-registered devices can enroll

Windows Autopilot // One-time preparation tasks

https://docs.microsoft.com/en-us/intune/windows-enroll#enable-windows-10-automatic-enrollment
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/customize-branding
https://docs.microsoft.com/en-us/windows/deployment/windows-10-subscription-activation


Three simple steps

Register devices

Assign a profile

Deploy



• Have devices registered automatically

• Request clean images, choice of Windows 10 version at the same 
time (if available)

• Specify group tag to help segment devices by purpose

• Devices are automatically tagged with the purchase order ID

• Register devices yourself via Intune for testing 
and evaluation using Get-
WindowsAutopilotInfo PowerShell script

• Register (harvest) existing Intune-managed 
devices automatically

Three simple steps

Register devices

Assign a profile

Deploy

https://www.powershellgallery.com/packages/Get-WindowsAutoPilotInfo/


• Use Intune:

• Select profile scenario (user-driven, self-deploying)

• Configure needed settings

• Assign to an Azure AD group so Intune will automatically assign 
to all devices in the group

• Use a dynamic Azure AD group to automate 
this step

• Consider static Azure AD group for exceptions

Three simple steps

Register devices

Assign a profile

Deploy



• Boot up each device

• Connect to network (Wi-Fi, Ethernet)

• Enter credentials (if required)

Three simple steps

Register devices

Assign a profile

Deploy





Windows Autopilot // Coming soon



Windows Autopilot // Deployment Scenarios

AVAILABLE in 1809AVAILABLE in 1809 AVAILABLE in 1903AVAILABLE in 1703

User-driven 

mode with 

Azure AD Join

Join device to Azure 

AD, enroll in 

Intune/MDM

Windows 

Autopilot for 

existing devices

Windows 7/8.1 to 

Windows 10

ConfigMgr task 

sequence, followed 

by Windows 

Autopilot user-driven 

mode

New! Hybrid Azure 

AD Join support

Self-deploying 

mode (preview)

No need to provide 

credentials, 

automatically joins 

Azure AD

General availability 

targeting CY20

User-driven 

mode with 

Hybrid Azure 

AD join

Join device to AD, 

enroll in Intune/MDM

Coming soon! 

Deploy over VPN 

(preview in Q1CY20, 

1903+)

AVAILABLE in 1903

Windows 

Autopilot white 

glove (preview) 

White glove partners 

or IT staff can pre-

provision Windows 10 

PC to be fully 

configured and 

business-ready for an 

org or user

General availability 

targeting CY20



Windows Autopilot // Cross-scenario features

ONGOINGAVAILABLE in Intune ONGOINGAVAILABLE in 1803+

Enrollment 

status page

Track progress of:

• Policies

• Certificates

• Win32, MSI and 

UWP apps

• Office 

New! Disable for 

Nth users

Coming soon! 

Integration with 

ConfigMgr 

(H1CY20)

Coming soon! 

Options for skipping 

user ESP, targeting 

users and computers

Delivery 

optimization

Cache content so it 

doesn’t need to be 

downloaded 

repeatedly from the 

server

New! Office 365 

ProPlus install 

support (preview)

Planned!  Automatic 

Connected Cache 

discover for white 

glove

Windows and 

device config

Make it easier to set 

up Windows 10 

defaults, features, 

firmware 

configuration, etc.

New!  DFCI firmware 

configuration

Planned!  Remove 

list of in-box apps

Planned!  Add 

language packs and 

features

Device lifecycle 

management

Register and de-

register devices

Coming soon!  

Improved 

performance

Coming soon!  Edit 

group tags 

(Q4CY19)

Coming soon!  

Assign computer 

names (Q4CY19)

AVAILABLE in Intune

Reporting and 

monitoring

See information 

about Windows 

Autopilot 

deployments

Coming soon!  

Windows Autopilot 

deployment report 

(Q4CY19)

Coming soon! 

Windows Autopilot 

log collection

AVAILABLE in 1903+

Windows 

Autopilot update

Automatically install 

the latest Windows 

Autopilot features 

and updates

Windows 10 1903 

(September 

KB4517211+) or later



Windows Autopilot overview

Configure 

Windows 

Autopilot profileP
ro

file
 d

o
w

n
lo

a
d

Device IDs

Hardware Vendor

IT Admin

Ship

Deliver direct to Employee
Employee unboxes 

device, self-deploys

IntuneWindows Autopilot

Device sync

Autopilot profile sync



OEM-optimized Windows 10

+ Software

+ Settings

+ Updates

+ Features

+ User data

Ready for productive use

The deployment process // Transforming the device



• Office 365 ProPlus

• Single-file MSIs (LOB apps)

• Intune Management Extensions

• Security Baselines

• Administrative Templates

• Software Update rings

• OneDrive for Business

• Kiosk templates

• Device Firmware Configuration Interface 

(DFCI)

The deployment process // Transforming the device



Windows Autopilot
User-Driven Azure AD join



User-Driven Azure AD Join

• Connect to a network

• Authenticate to Azure AD

Password-less with phone sign-

in

Coming soon!  Authenticate 

with FIDO2

• Enroll in Intune

• Track progress with the 

Enrollment Status Page

Policies

Apps (Win32, MSI, UWP)

Certificates

Network, VPN connections

Coming soon!  Integration with 

ConfigMgr task sequences 

(H1CY20)



Windows Autopilot
User-Driven Hybrid Azure 
AD join



IT Admin

Offline Domain Join Connector

Windows Autopilot 

Deployment Service

Employee unboxes 

device, self-deploys

DC

Intune

Ping DC to establish connectivity

Receive ODJ
MDM 

enrollment

Autopilot 

profile

Hardware 

ID

Windows Autopilot // User-Driven deployment with 

Hybrid Azure AD

Sign in using domain credentials



Offline Domain Join Connector

Windows Autopilot 

Deployment Service

Employee unboxes 

device, self-deploys

DC

Intune

Ping DC to establish connectivity

Receive ODJ
MDM 

enrollment

Autopilot 

profile

Hardware 

ID

Sign in using domain credentials

X

IT Admin

Windows Autopilot // User-Driven deployment with 

Hybrid Azure AD



User-Driven Hybrid AAD Join

• Connect to a network

• Authenticate to Azure AD

Password-less with phone sign-

in

Coming soon!  Authenticate 

with FIDO2

• Enroll in Intune

• Perform offline domain join

Coming soon!  VPN support 

(preview in Q1CY20, 1903+)

• Track progress with the 

Enrollment Status Page

Policies

Apps (Win32, MSI, UWP)

Certificates

Network, VPN connections

Coming soon!  Integration 

with ConfigMgr task 

sequences (H1CY20)



Windows Autopilot
Self-deploying mode 
(preview)



Self-Deploying Mode (preview)

• TPM attestation to 

authenticate to Azure AD

• Enroll in Intune

• Track progress with the 

Enrollment Status Page

Policies, including Kiosk profiles

Apps (Win32, MSI, UWP)

Certificates

Network, VPN connections

Coming soon!  Integration 

with ConfigMgr task 

sequences (H1CY20)

General availability in CY20



Windows Autopilot
for existing devices



Windows Autopilot for Existing 

Devices

• New!  Support for Hybrid 

Azure AD Join

• ConfigMgr task sequence to 

deploy Windows 10

No state migration

Data is already in the cloud with 

OneDrive for Business

Reformat drive, apply image, 

inject drivers

Drop in 

AutopilotConfigurationFile.json

• Standard user-driven process 

once booted into Windows 10

Coming soon!  Integration 

with ConfigMgr task 

sequences (H1CY20)



Windows Autopilot
White glove (preview)



Windows Autopilot // Today

Windows image and 

drivers

Apply apps, settings, 

policies



Windows Autopilot // with white glove in Windows 10 1903

Windows image and 

drivers

Device apps, settings, 

policies; User apps
User settings, policies







First, the technician does 
the pre-provisioning 
work



White glove (preview)

technician flow

• Press Windows key five times 

to start

• Choose Windows Autopilot 

provisioning option

• Confirm settings

Configure user with companion 

app, refresh

Coming soon!  Configure 

group tag, computer name 

with companion app 

(Q4CY20)

• Click provision to start

• Reseal when done

Green screen for success, red 

screen for failure



Now the device (with all apps, 

updates, and policies applied) 

can be shipped to the user…



Then, the user quickly 
finishes the process



White glove (preview)

user flow

• Standard user-driven process

For Azure AD Join:  Enter 

credentials, go through device 

and user ESP

For Hybrid Azure AD Join:  Enter 

AD credentials to sign in, go 

through user ESP



Coming soon!  New Windows Autopilot deployment report showing results, 
duration (Q4CY20)

Windows Autopilot // Deployment report



Windows Autopilot // Top 10 new features coming soon



DEMO

Windows Autopilot



Microsoft Intune overview



Managing devices with Mobile Device Management



What is Intune?



Comparing MDM for Office 365 and Intune



Intune device communication flow architecture



Managing devices with Intune



Options for managing devices



Rules for enrolling devices with Intune



Intune device profile overview



Managing Intune device profiles



Monitor profiles



Protecting data on devices by using Intune



Implement device compliance policies



What is device compliance policy?



Deploying device compliance policy



Monitoring enrolled devices



Device management options



Benefits of modern management



Co-management: a practical path to modern 

management

On-premises Active Directory or 

ConfigMgr and Active Directory
Intune and Azure AD



Planning co-management



Prerequisites for co-management



Migrating Group Policy management to MDM



What is the MDM Migration Analysis Tool (MMAT)?



Manage Intune device enrollment and 
inventory 



Managing Corporate Enrollment Policy
Configure automatic MDM enrollment and MFA



Managing Corporate Enrollment Policy
Simplify Windows enrollment without Azure AD Premium



Enrolling Windows, Android and iOS devices to Intune
Enrolling Windows 10 devices



Enrollment rules



Enrolled devices inventory in Intune



Configuring device profiles



What are Intune device profiles?



Types of device profiles



Manage PowerShell scripts in Intune



Creating a custom device profile



Assigning and monitoring device profiles



Managing user profiles



Enterprise State Roaming overview

Azure AD

Premium



Configuring Enterprise State Roaming in Azure



Monitoring devices



Monitor and manage devices enrolled to Intune



Monitor and manage devices enrolled to Intune
Sync devices to get the latest policies and actions with Intune

Platform Check-in frequency

iOS Every 6 hours

Mac OS X Every 6 hours

Android Every 8 hours

Windows 10 (enrolled as devices) Every 8 hours

Windows 8.1 Every 8 hours



Monitor and manage devices enrolled to Intune
Manage settings and features on your devices with Intune policies



Implement Mobile Application Management 
(MAM)



Overview of Mobile Application Management (MAM)



Application considerations in MAM



Implementing and managing MAM policies in Intune



Deploying and updating applications



Deploying applications with Intune
Intune app lifecycle



Deploying applications with Intune
Working with apps in Intune



Microsoft Store for Business overview



Configuring Microsoft Store for Business
Requirements



Configuring Microsoft Store for Business
Implementing Microsoft Store for Business



Using Microsoft Store for Business
Licensing and apps



Using Microsoft Store for Business
Apps in Microsoft Store for Business



Administering applications



Managing apps with Intune



Configuring and managing Internet Explorer



App inventory review



DEMO

Microsoft Intune



DEMO

Microsoft Store for Business
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